Outbound Mail Flow for Exchange Server 2016

When you first install Exchange Server 2016 there is no outbound mail flow configured by setup. If you
happen to be installing into an existing Exchange organization then the existing outbound routes for the
organization will apply, and mail sent by mailboxes on your new Exchange server to external recipients will
likely work. However if you’re installing into a new organization, or want to change your existing outbound
mail flow, then you’ll need to create a send connector.

Send connectors control outgoing mail flow from your Exchange server. Every organization that needs to
send email message to external recipients will need at least one send connector. In this tutorial we’ll look at
creating and testing a new send connector for outbound email from an Exchange Server 2016 server.
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Give the new send connector a meaningful name and set the Type to Internet.

new send connector

Create a Send connector.
There are four types of send connectors. Each connector has different permissions and
network settings. Learn more...

*Mame:

Internet Email

Type:
(O Custom (For example, to send mail to other non-Exchange servers)
() Internal (For exa mple, to send intranet mail)
(®) Internet (For example, to send intermnet mail)

(O Partner (For example, to route mail to trusted third-party servers)

Next you’ll need to decide how the outbound emails will be delivered. There are two choices — by MX record, or via
smart host. MX record delivery involves your Exchange server looking up the MX records of the recipient’s domain in
DNS, and then connecting directly to their email server via SMTP to deliver the email message. Smart host delivery
involves your Exchange server sending the messages to a specified IP address or host name for another system
(typically an email security appliance or cloud service) that is then responsible for the further delivery of that email

message.


https://practical365.com/installing-exchange-server-2016/
https://practical365.com/exchange-server-2016/
https://practical365.com/mx-record/
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For this example I’'m going to use MX records to deliver the message. My server already has outbound firewall access
on TCP port 25, and can resolve MX records on the internet using DNS, so at a basic level this should work fine. There

are other considerations such as SPF and IP reputation in the real world that may impact the delivery of email
messages from your server.

new send connector

A send connector can route mail directly through DNS or redirect it to a smart host. Learn
maore...

*Metwork settings:
Specify how to send mail with this connector,

X record associated with recipient domain
) Route mail through smart hosts

SMART HOST

[ Use the external DNS lookup settings on servers with transport roles

Set the address space for the send connector. An address space of “*” means “any domain” and is suitable if you

have one send connector that is used for all outbound mail flow. You can use this address space option if you later
need to configure specific send connectors for different domains.

new send connector

A Send connector routes mail to a specified list of domains. These domains can be an SMTP
address space or a custom type. Learn more...

*Address space:
Specify the address space or spaces to which this connector will route miail.

TYPE DOMAIN COsT

D Scoped send connector



Finally, set the source server for the send connector. If you have multiple servers that you want to be responsible for
outbound mail flow you can add more than one server to this list

new send connector

Send connector routes mail to a specified list of domains. These domains can be an SMTP

address space or a custom l':r'l."(.‘. Learn more...

TYPE DOMAIN COST

_I Scoped send connector

Click Finish to complete the wizard.

Testing the send connector

A simple test to verify that the send connector is working is to send an email from a mailbox on the server to
an external address. If the email message is received by the external mailbox you can then check the
message headers by copying them from the message and pasting them into the Message Analyzer at
ExRCA.com. This will verify for you that the email message took the intended route (via your new server)
instead of some other existing outbound route in your organization.
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If the email message was not received check the transport queue on the Exchange 2016 server.

=0 =083

[PS] Ci:vxGet-Queue
Identity

RVER3 DnsConnec... Re B B Normal
RVERSubmission Undefined dy 8 8 Normal B Submissio

If you see message stuck in the queue for the next hop domain that you’re trying to send to you can see more details
about them by piping the command to Get-Message.

[P5] C:\»Get-Queue | Get-Mess

In particular look for the LastError attribute of the queued messages, which will often contain a status code
that will tell you why the messages are not being delivered.


https://testconnectivity.microsoft.com/

Since outbound mail flow depends on DNS and firewall access you can also check those items. For
example, to verify that MX records can be resolved in DNS by the Exchange server use the Resolve-
DnsName cmdlet.

ame gmail.com -Type

You can also test SMTP connectivity from the server using Telnet. Because the Telnet client is not installed by default
on Windows Server you may need to install it first.

True No

If you do not see the 220 response and banner you may have an outbound SMTP connectivity issue that you need to
look into further on your firewall.

Finally, if SMTP connectivity looks fine but the emails are still not being delivered you can enable protocol
logging on your send connector and then use the log data to assist your troubleshooting.

ndConnector "Internet Email™

The protocol logs are stored by default in C:Program FilesMicrosoftExchange
ServerV15TransportRolesLogsHubProtocolLogSmtpSend and can be opened and read in a text editor
such as Notepad. The protocol log will show the SMTP conversation between your server and the external
recipient’s server, so any SMTP errors should appear in the log.

SEND20151019-1 - Notepad [=Talm

File Edt Format View Help
PSoftware: Microsoft Exchange Server
Wersion: 15.8.0.8
WMlog-type: SMTP Send Protocol Log
#0ate: 2015-10-19785:19:06.613Z
#Fields: date-time,connector-id,session-id,sequence-nuaber,local-endpoint,remote-endpoint,event data,context
2015-10-19705:19:02.843Z, Internet Email,@8D2052D6F874964,0, ,[2404:6800:4008:¢02::1a):25,*, ,attempting to connect
2015-10-197T05:19:02.8432, Internet Email , @8D2DS2D6F874964,1, ,[2404:6800:4008:¢02::1a]:25,*,,"Failed to connect. Winsock error code: 10851, Win32 error code:
2015-10-19785:19:02.8432, Internet Email,@802052D6F874965,0, ,64.233.189.27:25,, ,attespting to connect
2015-10-19785:19:03.0302, Internet Email,@80205206¢874965,1,192.168.0.31:63715,64.233.189.27:25,+,,
2015-10-197T85:19:83. 4842, Internet Email,08D205206F874965,2,192.168. 1:63715,64,233,189,27:25,¢,220 mx.google.com ESMTP w1d5849922774pbt, 201 - gsetp,
2015-10-19705:19: 03,4842, Internet Email,B8D205206F874965,3,192.168 1:63715,64,233,189.27:25,>,EHLO EXSERVER, exchange2d16denc, com,
2015-10-19795:19:03, 7962, Internet Email, D5206F874965,43,192.168.9. 31:63715,64,233,189.27:25,¢,"250 mx.google.com at your service, [203.206.161,219) $iZ
2015-10-19T85:19:03,796Z, Internet Email,080205206F874965,5,192.168.0.31:63715,64,233,189.27:25,>,STARTTLS,
2015-12-19785:19:84,109Z, Internet Email,@80205206F874965,6,192.168. :163715,64,233,189.27:25,<,220 2.9.2 Ready to start TLS,
2015-10-19785:19:84.1247, Internet Email,@8D205206F874965,7,192.168. :63715,64,233,189.27:25,%, (N-EXSERVER C(N-EXSERVER 5253ED67031788984C7AT1ATF2BE62ES
2815-19-19785:19:84.7 Internet Email,@8D2052D6F874965,8,192.168.8.31:63715,64.233,189.27:25,*," (N-mx.google.com, O=Google Inc, L-Mountsin View, S~Calif
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2015-18-19785:19: Internet Email,@8D2D5206F874965,9,192.168.0.31:63715,64.233.189.27:25,%,, TLS protocol SP_PROT_TLS1 2 CLIENT negotiation succeeded
2915-19-19785:19: Internet Email,@8D2052D6F874965,10,192.168.0.31:63715,64.233.189.27:25,*,F13AD24892585CCCFI129B(IEIEGCAQIFIDET4B]1 ,Received certifi
2915-10-19T85:19:84.765 ternet Email ,88D2052D06F874965,11,192.168.0.31:63715,64.233.189.27:25,>,EHLO EXSERVER.exchange2816demo. com,
2015-19-197T85:19:05.8772, Internet Email ,@8D2D52D6F874965,12,192.168.0.31:63715,64.233.189.27:25,<,25¢ mx.google.com at your service, [203.206.161.219] SI
2015-18-19785:19:05.0772, Internet Email,B8D205206F874965,13,192.168.0.31:63715,64.233.189.27:25,, ,sending message with Recordld 597008454159 and InternetM
2015-10-19T85:19:05.0772, Internet Email ,@8D205206F874965,14,192.168.0.31:63715,64.233,189.27:25,> ,MAIL FROM:<adam.wally@exchange2816demo.com> SIZE-5768,
2015-10-197T85:19:05.0772, Internet £ 5,15,192.168.0.31:63715,64.233.189.27:25,>,R(PT TO:<exchangeserverpro@gmalil.com>,
2015-10-19785:19:85, 3942, Internet £ 516,192.168.0.31:63715,64.233.189,27:25,<,250 2.1.8 (K wl4s5149922774pbt, 201 - gsatp,
2015-10-19785:19:05.613Z, Internet D205206F874965,17,192,168,0,31:63715,64,233,189,27:25,¢,250 2.1.5 OK wl45549922774pbt, 201 - gsatp,
2015-10-19705:19:05,6287, Internet Email,080205206F874965,18,192,168.0,31:63715,64,233,189,27:25,>,B04T 3141 LAST,
e
2

2815-10-19785:19:86, 5507, Internet Email,080205206F874965,19,192,168.0,31:63715,64,233.189,27:25,<,250 2,0.9 OK wldsid49922774pbr,.201 - gsmtp,
2015-18-19785:19:86.550Z, Internet Email,08D205206F874965,20,192,165.0.31:63715,64.233,189.27:25,>,QUIT,



https://practical365.com/exchange-server-protocol-logging/
https://practical365.com/exchange-server-protocol-logging/

Summary

Outbound mail flow from your Exchange 2016 server requires a send connector to be configured. In the
article above | demonstrated how to configure a new send connector for a simple scenario, as well as some
troubleshooting steps to help you test and validate that the send connector is working.

Source: Paul Cunningham



https://practical365.com/exchange-server/exchange-2016-outbound-mail-flow/

